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Privileged access pertectly protected
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What are Privileged Accounts?
* Human (Domain Administrator, CxO, Web Portals...) 08
* Non-human (Service Account, SU, root, Web Master, Router) {3
* They access, control and manage IT environments / services g}

* Are targets for IT attacks to get system access to compromise @
CIA (Confidentiality, Integrity, Availability)
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How to protect Privileged Accounts?

Use very long and complex passwords 4

AN

Change passwords periodically

Share passwords only on a secure way (better don't share)

Monitor and audit the Account usage

2
e
> This is difficult to implement ® @
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How Privileged Account Management helps you?

* Define password policies for privileged accounts =
* Automatically changes passwords for privileged accounts O
* Doesn'’t allow privileged accounts to be directly shared &

Monitors and records sessions for privileged account activity &




Example 1. Automatically change passwords

* The Wi '
i ne\vlvw\rllvc_lozlvs password expires after a period or a date
Indows password will be a '
. . utomatically generate
E.g. the jump account for Windows RDP sessions d

mgcml‘n,

n O 0

a

o~

{A) Home

@ General Security Audit Remote Password Changing Dependencies Sharing Sertings £ & Change Password Now
Recent —_—

ACME Ltd. ¥ IT> acme locahadmtest ¥

~
(@) shared Wiith Me
_ RPC | Autochange
¥ Favorites
[ nbox Define perameters that sl be used When changing the e Password (@ Ot St
K passward for this Sectet Configure the schedule and
ity Reponts + I e the password should be updated. () rviegea keeout Credentials
£ secrets + Auto Change Enabled
=
Hext Password fandorly generated v
© admiea
E ELtd Auto Change "
dule Monthly
3 Finence
(=13 Change Every 1 ~ | Monthson
@ Dae 1
O oay First v Monday v
Starting on 6f30/2021 By oA [c]

) Only change possword if the Secret is expired
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Example 2: Use PAM for autologin for RDP

* The PA '
e I\g system provides an RDP launcher for autologin
o indows password isn’t visible for the operator

.g. to access Domain Controllers

C @ QO G = 'wttps:_.f‘,-"ir-.-'m.acme.local;‘Sef_\'ets-e\"=.'e'v-'app_.-":,-'secrei.-’1C-:‘geweral 67% W ©w ©

Thycotic, ACMELta, » IT » e aomeocafiadmrdg 3% 0w o m= 00

’,_n\_. Home
@ e General Security Audit Remote Password Changing Dependencies Hooks Sharing Settings Metadata =1 Launch
ecy

~
(@) snared With Me

Basic Information

1:3 Favorites

Contains general information, such as the secrets template 1ype, the dornain, the

Cl {nbox usemame and password, and other basic information. Depending on permissions, Secret Name * a1 seme localiadmrdp
you may not be abletp see Of edit these fields.
ﬁ SecrEls
Secret Template Windows Account
Wachine * ded.acme local
Usemame * acme\admrdp
Notes

Proprietary informati
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Exam '
ple 3. Use PAM for autologin to web portals

* The PAM s
e ystems starts the Web Password Filler for autologin
password will not be shown to the operator 9
E.g. access to any web portals

C ® O 8 https:i;’ch.ingrammicro.com/Site/Loginjldeidget?returm\rl: g% W ® 0 =

Ingram Schweiz Cioud commerce & Lifecycle Land: Schweiz | Deutsch ¥ A

I FRAM

Produkte ~ Hersteller ~ services & Support Kunde werden

ttps://ch .'mgrammicrn.com/Site/Loglniidpwidget?retunmrl. g% W v O

Commel Logout Settings About
PR

Use Secret Server 1o login

Prompt to save credentials

IN “RAM

Show credentials ina popup when available
Hide folders when not allowed t0 add secret
Enable auto populate

Bitte filllen Sie die untensiehenden Felder aus,

Default Position for Secret Popup
um Zugang zu Ihrem Konto zu erhalten.

C@’aCas’

Exact match Secret Url

Benuizemame

jens.albrecht@ingrammicra,com ~

PHSSWOI"
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Example 4. Use PAM for Auditing / Compliance

* The PAM systems provides session recording
* RDP, Web, PUTTY =

ew History ﬁockmarks Tools Help - O X
o Vi d e : n D B . @ Secret Server b =E
Or d ISk & c o O G &2 hitps//srvOl acme local/SecretServer/Se ionPlayba @ &% W ©® 0 =
~
hycotic C |
Thycols
Vour evaluation licenses will expire in 9 day(s)
ﬁ Home
| @ Recent Watch Session Recording
| > @ 08 linkedin.com g 7 ®
| Shared With Me
| [ snoplogin * XING ) Linkedin @ Se
‘\ A ¥ Favorites SESSION SUMMARY
| .
‘\ Llnkedm £ This session will be recorded for 3 e Q Inbox Session Secret: dc01.acme local\admrdp Session User: acme.local\admijeal Session Start: 6/9/2021 10:14 AM
| ’ Machine: dc01 .acme.local Launcher Used: Remote Desktop Session End: 6/9/202110:16 AM
| |ily Reports +
|
| . . . \
\‘ S|gn in thycotic, | B secrets +
“ Stay updated on your professional w. \‘
‘ \
‘\ Email or Phone \‘
“ mns.a\brecht@a\brech(-telcom.ch \‘
“ \
|
| " |
| shov ‘
“ \
|
“ Forgot password’ \‘
| |
| = |
| o
|
00- .01- A Screen B
0:00:41 / 0:01:46 » g % <




Our PAM solution for you

PY )
We've chpsen Secret Server from world leader
www.delinea.com

Why Choose Delinea

Stay Ahead Of Attackers. Prepare For Audits. Protect What Matters Most.

Delinea empowers more than 12.5k organizations around the globe, from small businesses
to the Fortune 500, to manage privileged access. We make enterprise-grade privilege

everyone by eliminating the need for complex security tools and

ve more with Thycotic than with any other

management accessible for
prioritizing productivity, flexibility and control. You'll achie

privilege security tool.

12.5k 95% 97%

CUSTOMER
RETENTION RATE

GET THE REPORT

. CUSTOMERS CUSTOMER
Proprietary information of Ingram Micro Inc. — Do no WORLDWIDE SATISFACTION RATE
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http://www.delinea.com/
https://delinea.com/resources/gartner-magic-quadrant-pam

Delinea

Secret Server
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Our PAM solution for you | R
* With Delinea Secret Server, your start into PAM is made

Enterprise-scale privilege management at lightning speed

’

Get started quickly

Getup and running fast with solutions

for privileg
turnkey install

Establish secure
vault

Stare privileged
credentials in an
Encrypted, centralized
vault.

.

ed account discovery,
ation and out-of-the-box
auditing and reporting tools.

Discover privileges

Identify all service,
application,
administrator, and root
accounts to curb
Sprawl and gain a ful|
view of your privileged
access.

f

Scale for growth

Manage muitiple databases, software
applications, hypervisars, network
devices, and security tools, even in

large-scale, distributed environments.

Manage secrets

Provision and
deprovision, ensure
password complexity

and rotate Credentials.

Customize as You like

Create endless customizations with
direct control to on-premise and cloud
PAM. Work with professional services or

use your own experts.

Delegate access

Setup RBAC, workfiow
for access requests,
and approvals for third
parties.

Control sessions

Implement session
launching, proxies,
monitoring, and
recording.




Your next steps for PAM

Get in touch with us and get your free Delinea consultancy ©
Start a trial / PoC / Rapid Prototyp in your lab / production

Discover Privileged Accounts in your environment and manage
them with the PAM system. Start with Windows Accounts.

Secret Server for Business Users

Incorporate All Privile -
ged Users and Appli
7 m Your Enterpnse PAM Strate85 cations

Your contact for PAM: iens.albrecht@lnqrammlcro.com a

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission
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